
 
! 
! Last configuration change at 12:05:07 UTC Mon Jan 20 2025 by rpoulet 
! 
version 15.5 
service timestamps debug datetime msec 
service timestamps log datetime msec 
service password-encryption 
! 
hostname R-RO-001 
! 
boot-start-marker 
boot-end-marker 
! 
! 
enable secret 5 $1$PvNR$OVGL3NOYXS76ld12RY6Dd. 
! 
no aaa new-model 
ethernet lmi ce 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
no ip domain lookup 
ip domain name romemedilab.fr 
ip cef 
no ipv6 cef 
! 
multilink bundle-name authenticated 
! 
! 
! 
! 
license udi pid CISCO2921/K9 sn FCZ181370ET 
hw-module usb disable 
! 
! 
username imoufidi privilege 15 secret 5 $1$RCRB$fhKnRw6X0CswKyF3ObBcd1 
username tguyot privilege 15 secret 5 $1$cRzA$zY6lwxSO4koQpamuCOo0j1 
username rpoulet privilege 15 secret 5 $1$wJqs$YmTrPJfXSy17FNlMjAPei1 
! 
redundancy 
! 
! 
! 
! 
! 



!  
! 
! 
! 
! 
! 
! 
! 
! 
! 
interface Embedded-Service-Engine0/0 
 no ip address 
 shutdown 
! 
interface GigabitEthernet0/0 
 description vers switch 
 no ip address 
 duplex auto 
 speed auto 
! 
interface GigabitEthernet0/0.69 
 description vlan TRASH 
 encapsulation dot1Q 69 
 ip address 172.16.32.254 255.255.255.240 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.99 
 description vlan NATIVE 
 encapsulation dot1Q 99 
 ip address 172.16.32.238 255.255.255.240 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.100 
 description MANAGEMENT 
 encapsulation dot1Q 100 
 ip address 172.16.32.14 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.110 
 description ADMINISTRATEUR 
 encapsulation dot1Q 110 
 ip address 172.16.32.30 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.120 
 description SOLUTION RSX 
 encapsulation dot1Q 120 



 ip address 172.16.32.46 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.130 
 description CLOUD 
 encapsulation dot1Q 130 
 ip address 172.16.32.62 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.140 
 description vlan 140 
 encapsulation dot1Q 140 
 ip address 172.16.32.78 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.150 
 description USERS 
 encapsulation dot1Q 150 
 ip address 172.16.32.94 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.160 
 description SUPERVISION 
 encapsulation dot1Q 160 
 ip address 172.16.32.110 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.170 
 description SAUVEGARDE 
 encapsulation dot1Q 170 
 ip address 172.16.32.126 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.180 
 description BDD 
 encapsulation dot1Q 180 
 ip address 172.16.32.142 255.255.255.240 



 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.190 
 description WEB 
 encapsulation dot1Q 190 
 ip address 172.16.32.158 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.200 
 description GESTION 
 encapsulation dot1Q 200 
 ip address 172.16.32.174 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/0.210 
 description RESSOURCES 
 encapsulation dot1Q 210 
 ip address 172.16.32.190 255.255.255.240 
 ip helper-address 172.16.32.42 
 ip helpler address 172.16.32.43 
 ip nat inside 
 ip virtual-reassembly in 
! 
interface GigabitEthernet0/1 
 description vers internet 
 ip address dhcp 
 ip nat outside 
 ip virtual-reassembly in 
 duplex auto 
 speed auto 
! 
interface GigabitEthernet0/2 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
ip forward-protocol nd 
! 
no ip http server 
no ip http secure-server 
! 
ip nat inside source list 1 interface GigabitEthernet0/1 overload 
ip ssh time-out 60 
ip ssh version 2 
! 



! 
! 
access-list 1 permit 172.16.32.0 0.0.0.255 
! 
control-plane 
! 
! 
banner motd  Acces interdit aux personnes non autorisees  
! 
line con 0 
 login local 
line aux 0 
line 2 
 no activation-character 
 no exec 
 transport preferred none 
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh 
 stopbits 1 
line vty 0 1 
 login local 
 transport input ssh 
line vty 2 4 
 login 
 transport input none 
! 
scheduler allocate 20000 1000 
! 
end 


